Hubopmauus 06 ocHoBHbIX BUE@X MOILLIEHHUYECTBA

B nacrosimee spems mauGonee PaclpOCTPaHCHHBIM CIIOCO6OM COBepIIEHHs
IPECTYIICHUH B NaHHOI cdepe ABIseTCH XMineHMe ¢ 0aHKOBCKMX KapT rpaxias,
KOTNa 3MOYMBINITCHHHKH 10 TeneOHy IPenCTaBIsIOTCS COTPYAHHUKAMHU CITy:x6
0e30racHOCTH pasnuuHbIX GaHKOB U 1101 PA3TUYHBIMU [IPEUIOraMHU MIONYYAOT OT
TIOTCPNICBIIMX HOMEp OaHKOBCKOH kapThl, kog CVV (3 umdpsr ma o6partHoii
CTOPOHE KapTsl), & TaKe MapONH, NPUXOAUBIIAE MO SMS, HeoGxoammsle mus
NPOBEAEHUS QUHAHCOBBIX onepauuit. Taioke 3JIOYMBIUICHHUKH MOTYT COOOLIUTH
TIOTEPIEBIIMM O HEOGXOAMMOCTH YCTAHOBIEHHS Ha CMapT(OH, KOMIBIOTEp MK
IUIAHIIET pasTuYHBIX Nporpamm («Anydesky, «Quick support», «Teamvievery u
Jp.), BbIIABAS UX, B TOM 4HCJe, 34 AHTHBUDYCHBIE, I03BOJISIOUIMX MOLIEHHUKAM
AUCTAHLMOHHO, T.C. YIQJIEHHBIM JOCTYIIOM, YOPABIAThL CMapTHOHOM, HOYTOYKOM
WK TUIaHIICTOM H, KaK CJICNCTBUE, OCYINECTBIATh OHIAMH NICPEBOABI OT MMEHH
TIOTEPNEBIINX Yepe3 UX JTUYHBIH KaOuHeT.

OGpamwaio BHuManwe, ut0 B XO1E TENEeYOHHBIX PAa3srOBOPOB MONMIEHHUKH
MOTYT COOOIUMTE BallM [EPCOHAIbHbIE Aannple: ®WO, narty poxnuenus,
TaclopTHBIC NaHHbIE, a TaKKe [Aaxe IOCHenHHe OTIepalliy II0 BalllUM CUETaM.
Kpome Toro, IIPECTYIHUKY, HCIONL3YS BO3MOXKHOCTHU IP-tenedorun, moryr
OCYIICCTBATE 3BOHKH C aGOHEHTCKHX HOMEPOB, CXOMKHX MM UIEHTUYHEIX
OpHLIHATLEHEIM HOMepaM 0aHKOB, yKa3aHHBIM Ha 000pOTHO# cTOpOHE KaprT.

Yro6er He cTate *epTBoit momo6HbIX NPECTYNNEHUH HEOOXOAUMO MOMHHUTS,
ITO HACTOAIUME COTPYAHHMKH GAHKOB HUKOrA He 3BOHST KJIIHCHTaM M HE MPOCAT
COOOWIATE UM KaKyIO-1u60 MH(QOPMALIHIO, KACAIOIIYIOCS KaK X IIEPCOHANBHEIX
AQHHBIX, TaK ¥ OGaHKOBCKOHM KapTel Hu NpH Kakux oOCToATeNnbCTBaX He
pasrnamainTe HUKOMY, BKJIOYas COTPYAHMKOB GaHKOB, ITapony Ha IIPOBEIEHHE
onepanui. [lapons nns Bxoma B cucremy «bauk Ownnaidia» 370 Bama JMuymas
KOH(pUIEHUHaTbHAS uHpopmanus. Takxke, He B KoeMm Cllydyae He CTOMT
YCTAHABIMBATE MO NpocsGe HEW3BECTHBIX  JIHII KaKue-Inbo  MpuioxeHus
(mporpammpr).

WHele cnioco6sl MoweHnuyecTsa COBEPLICHHBIC [IUCTAHLIMOHHBIM CIIOCOBOM.

C ucnonp3oBanmnem cetn UnTepHet:

1. Ilyrem nonyyenus [Ipenomnarsl B pasmepe o 100% za TOBap WU YCIYTY C
IIOMOIIBIO CO3TaHUSL «ONHOAHEBHBIXY MHTEPHET-MarasuHoB U CalTOB-ABONHUKOB;
C ucnonpsoBanuem HMurepHeT-rutonianox mo [IPO&YKe TOBapOB M ycayr (caiTer
«ABuTto», «IOna» u ApP.); B COLMANIbHBIX ceTsX «B KOHTaKTe», « ONHOKIACCHUKI
U T.A.

[Ipexxne yem 3axazats ToBap B VHTepHeTe moumTaiiTe OT3BIBEI Ha PasHbIX
CaliTax O JaHHOM HHTEPHET-MarasuHe HWiu BUPTYaJIbHOM IPOJABLE, B Coydae
HalM9Hs BBl Cpasy o6HapyKUTe OTpHLATENbHBIE OT3LIBEI, OTCYTCTBHE OT3LIBOB O
BHIODAHHOM BAaMH HHTEPHET-Marasuie FOBOPAT O KOPOTKOM MepHOze ero
CYIIECTBOBaHUA. BHumarensHo uwralite Hazpamus MurepHer-marasuna, Tem
caMbiM Bel u3bexure caiiToB-knonos. Crapalitecs usberars IOKYIKH TOBapa I10
npenoruiate. Eciu Lena ToBapa ropasgo Huwxe LeHb B OOBIYHEIX PO3HUYHBIX
Mardsuhax, Tak W B ApYrux HMHTepHeT-MarasuHax, nu6o Ha PBIHKE B LEIOM

(Hanpumep, Npy Tpoaaxke aBTOMAILIUHLI 11O 3aHWKEHHON CTOMMOCTH), 3TO MOBOX
HaCTOPOXKUTECS.




2. IlyreM nonyuenus undopmarmn or nuua, pasMeCTHBIIETO 0GBABIEHHE O
NpozaXXe Kakoro-anbo TOBapa, O MONHBIX PEKBU3UTAX €ro GaHKOBCKON KapThbl
(HOMep, CpOK neicTBHS, NaHHbIE aepxkarens, CVC-xon), akobbl, ¢ wLEIbio
BHCCCHUS NIPENOINIATEI, C NMOC/ENYIOMUM XHIIEHHEM C Hee JeHEKHBIX CpPEICTB,
HCTIONB3YS MOJIYYEHHBIE JaHHEIE.

He cooGuaiite HEH3BECTHOMY KaKylo-TH00 HH(OPMALMIO Kacaoulyiocs
OaHkoBCKOM KapTel - s OCYIIECTBIEHMs MepeBoja TpeGyeTcss TONBKO
IIeCTHAANATU3HAYHBIH HOMep KapThl. Hu npu Kakux 06CTOSTENsCTBAX HE
coobluaiiTe Maposu Ha NpoBeeHue onepauuit. Ilaposns s Bxoma B CUCTEMY
«bank Onnaitn» 210 Bama MuHas KOH(UIEHUMaNbHAs HHOPMALHs,

3. IlyTemM mnomy4eHHs HEHEXHBIX CPECTB OT NIOTEPIEBIINX IpH, AKOOHI,
BHECCHUN CTaBOK Ha (POHIOBBIX U UHBIX GUpPKaX.

Ilpexcne yem BHOCHTH nmeHBrn mouwmTaiiTe OT3BIBEI Ha Pa3iin4HbBIX caiiTax B
WHTepHere, y3HaliTe K IOpPHCOMKLMM Kakoii CTPaHbl OTHOCHUTCS AEATEIBHOCTE
JaHHOW OpraHM3alliy, a TaKKe O03HAKOMBTECH C NpaBUWJIaMU U YCJIOBHAMH ee
IEATEeNBHOCTH.

4. B3noMm cTpaHuu nosnb3oBaTenedl B COLUAIBHBIX CeTAX, B OCHOBHOM
«BxonTtakte» u «ONHOKNACHUKHY, U PacChlUIKa COOOILEHUH «APY3bsIM» OT UMEHU
A@HHOTO IIONE30BATENA ¢ MPOCBOOH ONONKHTE JIEHEr, KOTOpble HY)XHO IE€peBeCTH
Ha yKa3aHHbIe a0OHEHTCKHE HoMepa MITH GaHKOBCKHE KapTEhI.

IIpexxne uem ocyiecTBuTL HepeBox MO3BOHMTE CBOEMY IpYry, OT KOTOPOro
MPHLLIO COOOIUEHUE, U YTOUHUTE HH(DOPMALHIO.

C_¥CTIOIB30BaHNMEM CPENICTB COTOBOM CBSI3H ITyTeM COOOIIEHUS rpaXiaHaM
3aBEOMO JIOXKHOM nHbpopMauu:

L. O HapyweHmn wux 6ru3KHMU POINCTBEHHUKAMH  IEHCTBYIOIIEro
3aKoHonarenscTa (cosepwenne JTII, npuduHeHue TelecHBIX MOBPEXACHMIA,
XPaHCHHC HAPKOTHKOB M T.IL), C LEJIBIO Iepeauu NOTEPIEBIIUMH HTEeHENKHBIX
CPEACTB epe3s MOCPeNHHKOB, 1U6GO HepeBoj uX uepes TEePMHUHAJIBI OIIATHI JUIs
PaspelICHUs CIOXKUBIIeHCA cuTyauuu. [1py 9ToM MOLEeHHUKY CTaparoTCs AepiKaTh
(OKCPTBY» BCETia Ha CBA3H, C LENBIO MCKIIOYEHHS KAKUX-THGO aeliCTBHE c ee
CTOPOHBI 10 IIPOBEPKE HH(POPMAITHH.

HeobxonumMo repesBonuts Ha wu3BecTHble aBomenTCKHe HOMepa Juiy,
KOTOPBIM  MPEICTABIACTCA 3MOYMBIUUIEHHHK, JUGO POJICTBEHHUKAM, C LENbIO
BbISSCHEHHSI AE€HCTBUTEIHHOCTH NPOM3OLIE/IIUX COGBITHIL. [Tonpocuts 3B0HAIIETO
Ha3BaTh KaKue-mubo JaHHbIE JMLA, KOTOPLIM OH IPEACTABSETCS (®.1.0., nara
POXJCHUA, MECTO JKHUTEJIbCTBA, NaHHBIC POACTBEHHHMKOB, KaKHe-TiHGo (GaxTel u3
KH3HU U T.O.).

2. O GnoxupoBKe GaHKOBCKOH KapTbl IIyTeM pacchliku SMS-coobimenuii u
NOCNENYIOMEro HHPOPMUPOBAHUS O HEOOXOLUMOCTH IATbHEHIIero BBEJICHHUS
psana koManz ¢ 6aHKomara.

[Ipexne 4eM BbINONHATH Kakue-TMOGO meHCTBHS o ©aHKOBCKOH KapToif
IIEPE3BOHKUTE B OaHK M yTOUHUTE HHDOPMALIHIO.

3. O BO3MOXHOCTH MNOJyYeHHS KOMIEHCALUK 34 paHee mpuoOpeTeHHbIE
HEKAICCTBCHHDBIC TOBAPHl MNIM OKA3AHHBIE YCIYIH, JUIS Hero HeoBXOmMMO
TIEPCUUCIIATE OINPE/IeNIeHHbBIN IPOLIEHT OT IIoJararomeics CYMMEL




Cnenpyer 3HaTh, YTO pasiu4HbBe KOMIEHCALMH BBIIIAYUBAIOTCS rpaknaHaM
TONBKO NpH MX JIMYHOM IMCBEMEHHOM OOpalleHHH B COOTBETCTBYIOLIHE
opraHu3anvi. Hukakue npoueHTs! 3a BEIMIATY KOMIIEHCALMI He YIUIQ4YUBAIOTCA.

4. JIK00Bl, U3 MONUKIMHUKA UM GOJIBHHULBI, O TOM YTO y Bac unu y Bamux
POACTBEHHUKOB OOHADYXHUIH CTPAINHBIN AWATHO3 M YTOOBI BBUICYHUTH GOIE3HD
HE0BXOANUMO MepeBecTH [AeHbIHU 3a J1eKapCTBa.

Heo0xoa1mMo MOMHHT, 4T0 HACTOSIIMI Bpay HHKOTIA He Oyner 3BOHUTH BaM
no TenepoHy M CoOOIIATh O «CTPAIIHOM IWATHO3E» WM IIPOCUTDL IEPEBECTH
JCHbTY 33 JIEKapCTBa.

J. C npocs60#t KynuTh IIPOIYKTHI, CIIUPTHOE, LBETHI U T.1I., JOCTABHTD X IO
YKa3aHHOMY alipecy, a MOIYTHO MEPEYHCIIUTE HEHEXHBIE CPEACTBA Ha TeneoH, ¢
3aBEPEHHEM, YTO JACHbI'M BEPHYT M0 IPUOBITHIO HA afpec 3aKa3yHKa.

Eciu BBl ucnonHsere kakoe-nu6o mopydeHue o TeNnedoHy, NOCTaBisgeTe
3aKasbl, TO HE CIENYET IEPEBOAUTH JEHBIU HAa HE3HAKOMBIE Tene(OHbI, CHaYasa
AOCTaBbTE TOBAp II0 HA3HAYCHHUIO U HA MECTE OIPEENIUTECH C 3aKA3UHKOM.

Kpome nuCTaHUMOHHBIX MOLICHHUYECTB IPAXIAHe CTAHOBSTCS XKEepTBaMH U
KOHTAKTHBIX MOLIEHHUYECTB, COBEPIICHHBIX IO/l BUIOM COLHUAILHBIX PaGOTHUKOB,
COTPYAHMKOB pa3NIMYHBIX OpraHM3alMi (ropras, ropcser, ITeHCHOHHBIH (oHx,
MeJMUMHCKHe paGoTHUKKM U T.A.). Ilpemmoramu Moryt GsITs: CPOYHBIA 0O6MeH
JICHer, Haf0aBKU K IEHCHH, IIPOBEPKA Ia30BOTO0 MM BOISHOLO obopynoBanus,
[IEpEpacHeT KBapTIUIaThl, MPEMUH BeTepaHaMm, npoxaxa BAJIOB, MeIUUMHCKUX
NpUGOPOB WM APYIHUX PA3NUUHBIX TOBAPOB II0 NBLOTHBIM [EHAM U T.4. OcHOBHas
U STOYMBIIUICHHAKOB — Y3HATH, 1€ XPaHATCS JACHEXKHbIE CPEACTBA KEpPTBBLY,
HOCJIE Yero OTBIICYL €€ BHUMAHHE ¥ COBEPIUUTH UX XHIIEHHE. Takke NMpeanorom

MOXET OBITh TIafaHue, CHATHE NKOOLI HAIOKEHHOMN IIOpYH, HCILEIEHHE OT
3a00J1€BaHUIA.

Kak nousaTs obman:

- 00 obMeHe NEHeXHBIX CpPEIACTB WM IIDOBEICHUHU Kakux-1ubo pedopm
3apanee Oyzner coobmarscs B pasnuanbix CMU (Tenesunenye, paznuo, rnevyatHele
U3JIaHUs), B OTHENICHUSX OAHKOB, YIPEXKACHUSIX COLMAILHON [OJIWTHKH,
IEHCMOHHOI0 (POHAA U T.1.

" Y3HATb, 4TO 32 OpraHU3ALMIO NPEACTaBIIIOT NPUIIELIKE U, [I03BOHHUB TyLa,
Y3HATB, €CTb M TaM TaKHe COTPYAHMKM M MPOBOAMUTCS JU 06XOH JOMOB IO
0603HaYeHHOMY BONPOCY; NOTPOCKHTH NIPEIBABUTE YIOCTOBEPEHHE,;

- YBEAOMATH POJACTBEHHUKOB (JKEJATENBHO MONPOCHTE HOABEXATb);

- IO3BOHUTE MJIH [103BAThH COCEAEH;

- IO3BOHUTH 3aKPEIUIEHHOMY COLMANBHOMY PabOTHHKY:;

- HE CTOMT NOKYIaTh Y HEM3BECTHBIX HUKAKMX JIEKAPCTBEHHEIX IPENapaTos,
ra3oaHaan3aTopoB, CYETYMKOB, (QUIBTPOB NSl BOIBI, XO3SHCTBEHHDIX TOBapOB,
MEIMLIUHCKUX IPUOOPOB U T.II.



FPAXAAHE, NP COBEPILERUY

+ ATAKKE COOBILLA







TPAXAAHE, TOMHUTE, 4T0 O AIOBOM Bbi BYAETE “BAPAHEE

2| XS CPEACTEA MACC : : | Sel OV IW B OBUIEZTBE I-éX’r-MECTAX




yacmuauces Gaxkmel Mow

VAOCTOBEpeHUE,
OpraHMsaLuio, COTPYAHUKAMU KOTOPOH OHM

NPEeACTaBUAMCE WK B NOAULMIO No Tenedory
02!

"K Bam npuwnu pabornuku [eHcuonkoro
dorga, coyuansHoli, rasosoii cnybbl uan
MHbIE /MLA NOJ PasAUYHBLIMU NPeANoOramiu
nbiTatoTca saitu K Bam B fom gns okasanus
yeayr uam nposepkn obopyaosanua

- He cnewmre nyckats ux 8 gom!

Obssarensho nocMortpure nx

NosBOHUTE B TY

- Hu B Koem cniyqae He noKasbiBaiiTe HeSHAKOMBIM MecTa XpaHeHWs AeHer u yeHHocreii!
- ByabTe 6auTensHbl Npu noneiTkax oTBAeys Bac u octasuth HesHakomua Ges npucmorpa B
KBapTupe (Hanpumep, Nog NPeaNOroM NpUHECTH Bogbi)!
He ocmasariimecs pasnodyuirnsimu,
Ooeedume 3my URMHOPMAYUIO 00 POOHBIX U GAN3KUX!

I'Y MBJT Poccuu no Huoicezopoockoii o6nacmu npeoynpecoaem!
B 2019 200y srcepmeamu mowennuxos cmanu 6onee 2400 scumeneii obnacmu.
Yuiep6 om ux oeiicmeuii cocmasun 6onee 550 munnuonos pybneii.
Camoie pacnpocmpanenusie cnocobor mowennuvecmea!

[lokynka uin nponaza ToBapa uepes HHTEPHET-CAHT

Ecnn Ber nponaere nam nokynaere kaxobi-in6o TOBAp
10 00BAB/ICHUSIM, PA3MCIEHHBIM HA HHTCPHET-CANTAX,
H AJsi TepeBoAa JICHEKHBIX CPeACTB TIOMHMO HOMeEpa
GankoBckoii xapTer Bac npocsit Hassate ed NMUH-kox,
Kol GesomacHocTH (3T0 TPH nocieIHHe uH(pEL,
pacnonoxenHsle Ha obpaTHolH cropone GaukBsceoii
KApPThl), 2 TaKKe NAPOIH M3 TeJiehOHHLIX CcMe-
coobLeHHi.

IMOMHHUTE! BAM 3BOHUT MOLUEHHHK!

HE nepeuucnsiite npepomnaty, me yGenusuiuch B
HAJeXHOCTH NpoJaBUa.

Ecin Bam npuwne SMS-coobwenue o Tom, 4o
Bawa  GankoBekass  kapra  3abnokuposana,
Heo0X0ANMO IOATBEPAHTL ONMEPALHIO 110 CIHCAHHIO
HJIH NICPeBOAy AEHEKHBIX CPeATCR.

[TOMHUTE! Banku He O0CYWeCTBAMIOT TAKHX
pacceiior! HE 3BouuTe Ha ykasauuble HOMepa

TenedonoB, obpaTuTech B Gnmikaiiee oToeacHHe
Bauka!



, il B
anc'runucn. tpalcrbl Momenuuqecrsa B
OTHOLWEHUM MOXHUMbIX rpaxpaaH!

Bam nozsommim ¢ Hesmaxomoro Homepa m
coobmund, 970 Bam 6amskumii poxcreenamx
momax B Gexy (zagepxaE moJaEmEei,
COBePIIET AOPOKHO-TPaHCIOPTHOE
OPONCIIeCTBHS B TJ1.), 2 A TOr0, ITO0LI
DOMO9b, HY’KHA ONpeIeIeHHAS CyMMa JeHer.
Obsazareanno npoBephTe 3Ty
HEQOPMANNIO, CEBSKHTECH ¢ POXHBLIMH H
GIEGKHME DO pamee m3BecTHBIM Bam
moMepaM Teaedonosn!!!

HU B KOEM CINIYYAE HE NEPEBOAUTE U HE NEPEOABAUTE
HE3HAKOMbIM JIULLAM OEHEXHbBIE CPEACTBA!!!

K Bam OpAmLTH paboTEHEKE
Hencaorsoro drorna, COOBAILHOM,
ra3oBofl ¢aywOnl B HJIH HHbIe JEOA 00X
PRIIEIHLIME = OpeIOraME  ILITANOTCH
3alTE K Bam B g0M x13 oxazamma YCIVT,
HpoBepKH 000opyOBABES B T.I.

-He cmemre nyckaTs Bx B om!

-ObszaTensro HOCMOTRHTE HX
YAOCTOBEpeHHe, NO3BOHHTE B Ty
OpPraEEzaNHI0, COTPYAHEKAME KOTOpOi
OHH HOPeJCTABHIHNCE HIHM B IOJHINEIO
o Ttexedory 02 wxm 102!

- Ha x xoem caysae He moxazmeaiite
He3HAKOMLIM MecTa XpaHeHHS [AeHer H
HeHHOCTedH!

- byasre O6nmrensubl OpH OOOBITKAX
oTBieds Bac B ocrapaTh Hesmaxomma Ges
OpHECMOTPa B KBapTHpe (Hanpumep, mox
HPeAToroM IPHHECTH Boakl)!

He ocraBaiTechb PaBHOOYLWHbIMM,
AKAoBeauTe 3Ty uHpopmMmauuio no POAHLIX U 6NIU3KKX!



BHUMAHWE! MOUEHHUKHN]

'Y MB[} no Huxxeropopckoit o6nacru npepynpexpgaer!
MoweHHHu4YecTBa Ha MHTEpHeT-calTax

—— _ - ITox npemrorom KyILIH —
OPOJA’KH TOBapa

- ApeBja xKuabs 1E60
HDOMemeHnil
- TpynoycrpoiicTea

Bu npopaere Wnu noxynaire Kakow-nubo TOBap No o6wABNEHUAM, PA3MEILEHHLIM
HA WHTEPHET-CaAWTaX, CHRAeTEe WNM XoTire apengoBaTh MWNLe W JNA nepesopa
ACHENHLIX CPeAICTE NOMUMO HOMEepPa GaHKOBCKON Kaprtel Bac npocAT Hassars eé FIMH-
Kop, kon GelsonacHoertH (s1o TPU nocnegHue UUDPLI, DPACTIONONKEHHLIC e3anm
GaHxoBCKOMR KapThl), a TAKMe Naponu ua TenethoHHbIX cmMc-coobuieHMM.

Momuure! BAM 3BOHUT MOLUEHHMUK!
HE nepeuucnsiite genexHbie cpencrea, He ybenuswiucs B

HapeXXHocTH agpecara!l
MoweHHu4YecTBa ¢ 6aHKOBCKUMM Kapramu

- IHox mpenntorom PasboOKHpOBRE
GaHKOBCKOI KapTHI

- Bomaar pasnauasix komoencanui
- IloaTBep:knenna omepanmii mo
COHCAHHIO JIH00 HepeBoxy
AeHEeXKHBIX CPENCTB

=

Ecnu Bam npuwno SMS- coobuenne o Tom,
3abnoxupoBana, HeoGXoAMMO noaTBepANTL One;
ACHENHLIX CPpeacTs

MomHuuTe! BaHku He OCYleCTBNAIOT TakuX paccsinox! He 3SBOHMTE Ha

ykasaHHuie B SMS-coobuennu HOMepa TenegoHoB, o6paruTech NUYHO B
6nwxanwee orpeneHue Banka!

4To Bawa 6GaHxoBcKas Kapra
PAUNIO NO CAWMCAHKUI0 MNM Nepesopy

Ecnu Bux ctanu KCPTBOU MOWRHHUKOB MM Bor noaospesaiTe,
HTo 8 oTHoweHuu Bac nnaHupyroTes npeTUBONpaBHLIe
ASMETBUA, HEIAMRLNUTENbHE coobumre o6 3Tom B NONULUIO
ne Tenegony 02 ( ¢ mobunsHoro - 102)



